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Introduction 

The Internet of Things (IoT) is about the data collected by simple or intelligent devices – “things” 

– that are connected via the Internet come together in new ways. IoT collects data from simple 

standalone devices such as weather sensors, from more complex devices such as street lights, 

and also from devices embedded in other devices, such as vending machines, and combines this 

data in new ways. In a modern IoT environment, customers can tap into this data with 

dashboards, uncover actionable intelligence, and ultimately modernize their businesses by 

unlocking new potential. 

 

Figure 1 – IoT is a new concept that defines how business and people interact with the physical world 

IoT is becoming a reality for organizations. An IDC survey1 published in September 2016 found 

that one-third of organizations have already launched an IoT solution, while another 43 percent 

are planning to deploy IoT solutions in the coming year. Although 55% of respondents see IoT 

as strategic to their business to compete more effectively, security and privacy are among the 

top concerns for decision makers. 

The question for many decision makers is: Where and how to comply with security and privacy 

requirements in an IoT environment? 

Overview 

This document is written for decision makers who are considering the use of Microsoft Azure IoT 

Suite. The content is divided into three main sections: 

                                                 
1 http://www.idc.com/getdoc.jsp?containerId=prUS41788916 

http://www.idc.com/getdoc.jsp?containerId=prUS41788916


Introduction 

© 2017, Microsoft Corporation  Page 6 

• Section 1 focuses on information about how Microsoft generally addresses key security, 

privacy, and compliance principles in Azure cloud services. 

• Section 2 describes specific cloud services that Microsoft offers for IoT. 

• Section 3 provides recommendations about how customers can achieve a high level of 

security and data compliance for their IoT environment. 

Shared responsibilities between Microsoft and customers 

Understanding how cloud service providers (CSPs) such as Microsoft share responsibility with 

customers to meet security, privacy, and compliance requirements is an essential part of storing 

data to the cloud. 

When adopting Microsoft cloud services, it is important to remember that some security, 

privacy, and compliance needs are the responsibility of the customer, some are the 

responsibility of Microsoft, and some are shared. Read the Shared responsibility in cloud 

computing white paper to learn more about the responsibility for each party in a cloud-based 

solution.   

http://aka.ms/sharedresponsibility
http://aka.ms/sharedresponsibility
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1. Microsoft security, privacy, and compliance efforts for 

Azure 

Microsoft runs on trust and expends a great deal of effort into making Microsoft products and 

services highly secure. The Microsoft Trust Center is a web portal designed to provide customers 

with the ability to find useful information about the comprehensive efforts Microsoft makes in 

the areas of security, privacy, and compliance. 

Microsoft is transparent – beginning with the security of its services, to the usage of advanced 

security technology to safeguard customer data, to how it handles legal demands. Microsoft 

compliance is independently audited, and detailed trust information is available for each of its 

cloud services. You can find detailed transparency information at the Trust Center. 

This section provides information about how Microsoft addresses key security, privacy, and 

compliance principles with Azure cloud services in general. 

Azure security at a glance 

At all levels, security principles are incorporated into the design and operation of Azure. 

Security is embedded into the overall Azure platform 

Microsoft makes security and privacy a priority at every step, from code development to incident 

response. Azure is designed and operates using security best practices, and security and privacy 

are built right into the Azure platform. 

• Security starts with the Security Development Lifecycle (SDL), which addresses security at 

every development phase from initial planning to launch. Azure is also continually 

updated to make it even more secure. 

• Operational Security Assurance (OSA) builds on SDL knowledge and processes to 

provide a framework that helps ensure secure operations throughout the lifecycle of 

cloud-based services. 

• Azure Security Center makes Azure the leading public cloud platform to offer continuous 

security health monitoring. 

Additional technical information is available in the Data Protection in Azure white paper. 

Protection of the Azure infrastructure 

Azure infrastructure includes hardware, software, networks, administrative and operations staff, 

and the physical data centers that house it all. Azure runs in geographically distributed Microsoft 

facilities, sharing space and utilities with other Microsoft online services. Each facility is designed 

https://aka.ms/trustcenterpublic
https://aka.ms/azurewpiotdc01
https://aka.ms/azurewpiotdc02
https://aka.ms/osapaper
https://aka.ms/azurewpiotdc03
https://aka.ms/how_azure_protects_data
https://aka.ms/azurewpiotdc04
https://aka.ms/azurewpiotdc04
https://aka.ms/azurewpiotdc05
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to run 24x7x365 and employs various measures to help protect operations from power failure, 

physical intrusion, and network outages. 

These data centers comply with international information security standards such as ISO/IEC 

27001 and ISO 22301 for physical security and high availability. They are managed, monitored, 

and administered by Microsoft operations personnel. 

Third parties, if they are involved, undergo a strict review process and an approved vendor list is 

established and used. These vendors are required to comply with Microsoft security policies and 

are regularly audited for compliance. 

How Microsoft safeguards Azure services and data against threats 

One key operational best practice that Microsoft uses to harden Microsoft Azure is known as the 

“assume breach” strategy. A dedicated “red team” of software security experts simulates real-

world attacks at the network, platform, and application layers, testing the ability of Azure to 

detect, protect against, and recover from breaches.  

Microsoft global incident response teams work around the clock to mitigate the effects of 

attacks and malicious activity to help ensure the Azure infrastructure is resilient to these kinds of 

threats. The teams follow established procedures for incident management, communication, and 

recovery, and uses discoverable and predictable interfaces with internal and external partners. 

Microsoft has also established a policy for customers to carry out pre-approved authorized 

penetration testing on their applications hosted in Azure. By constantly challenging the security 

capabilities of the service, Microsoft can stay ahead of emerging threats. 

Microsoft privacy and compliance at a glance 

Microsoft takes privacy seriously, and understands that when customers use Microsoft business 

cloud services they entrust us with their most valuable asset – their data. They trust that its 

privacy will be protected and that it will be used only in a way that is consistent with their 

expectations and policies. 

This document shows customers what that privacy means to Microsoft in daily business. 

Additional information about Microsoft privacy efforts can be found in the Privacy Section of the 

Microsoft Trust Center. 

Azure provides logical tenant isolation 

Microsoft logically segregates storage and processing for different customers through 

specialized technology engineered to help ensure that customer data is not combined with 

anyone else’s data and to prevent one customer from affecting the service or data of another. 

https://aka.ms/azurewpiotdc06
https://aka.ms/azurewpiotdc06
https://aka.ms/azurewpiotdc07
https://aka.ms/azuresubcontractors
https://aka.ms/redteampaper
https://aka.ms/azurewpiotdc08
https://aka.ms/azurepentest
https://aka.ms/azurepentest
https://aka.ms/pentestredteam
https://aka.ms/azurewpiotdc09
https://aka.ms/trustcenterpublic
https://aka.ms/azurewpiotdc11#isolation
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Microsoft also takes strong measures to protect customer data from inappropriate use or loss, 

and to prevent customers from gaining access to one another’s data. Additional safeguards 

include proper controls for administrative access, such as secure user authentication.  

For customers with an existing Azure subscription, additional information on tenant isolation is 

available in the “Multi-Tenant Isolation in Microsoft Azure Active Directory” white paper, located 

on the Service Trust Portal (STP). The STP offers access to a deep set of security, privacy, and 

compliance resources, such as independent audit reports of Microsoft Azure, risk assessments, 

security best practices, and other similar materials. 

Customers choose the region where their data lives in Azure 

Customers have complete control over where their data is stored in Azure because they can 

choose which region best meets their compliance needs. As of March 2017, Azure is generally 

available in 34 regions around the world, including: 

• Asia: Singapore, Hong Kong, China (Shanghai, Beijing), Japan (Osaka, Tokyo), India (Pune, 

Chennai, Mumbai), and Australia (New South Wales, Victoria) 

• Americas: United States (Iowa, Virginia, Illinois, Texas, California), United States 

Government (Iowa, Virginia), Canada (Toronto, Quebec), and Brazil (Sao Paulo state) 

• Europe: Ireland, Netherlands, Germany (Frankfurt, Magdeburg) 

In addition, Microsoft has announced another 4 Azure regions, including United Kingdom (two 

sites) and South Korea (two sites). Additional and updated information is available on the Azure 

Regions webpage. 

Customers control access to their data 

Microsoft has provided a self-service model for customers to access and manage their data. 

When Microsoft operations staff need access to customer data, such as when troubleshooting 

an issue, they must explicitly be granted access by the customer, and access is revoked when it 

is no longer necessary. The operational processes and controls that govern access to and use of 

customer data are protected by strong controls and authentication, such as multi-factor 

authentication, which helps limit data access to authorized personnel only. 

How Microsoft responds to government requests 

Microsoft does not provide any third party (including law enforcement, other government entity, 

or civil litigant) with direct or unfettered access to customer data except as directed by the 

customer. When a government or law enforcement request for customer data is received, 

Microsoft policy is as follows:  

• Microsoft always attempts to redirect the third party to obtain the requested data from 

the customer. Customers are promptly notified of any third-party request and provided 

https://aka.ms/azurewpiotdc12
https://aka.ms/azurewpiotdc13
https://aka.ms/azurewpiotdc14
https://aka.ms/azurewpiotdc14
https://aka.ms/azurewpiotdc15#_You_control_access
https://aka.ms/azurewpiotdc16
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with a copy, unless legally prohibited from doing so. 

• For valid requests that cannot be redirected to the customer, Microsoft discloses 

information only when legally compelled to do so, and always makes sure to provide 

only the data that is specified in the legal order.  

Microsoft never provides any government with its encryption keys or the ability to break its 

encryption. Additional information is available on the Microsoft Transparency Hub and 

Principles, Policies and Practices FAQ webpages. 

Compliance 

To help organizations comply with national, regional, and industry-specific requirements 

governing the collection and use of individuals’ data, Microsoft offers the most comprehensive 

set of certifications and attestations of any cloud service provider. The Compliance section of the 

Microsoft Trust Center allows customers to easily look for compliance by service, location, or 

industry what certifications and attestations Microsoft has achieved so far for its cloud services – 

trust that customers can build upon. 

For information that is specific to the compliance of Azure cloud services used for IoT, see the 

Compliance certifications and attestations section in this document.  

Service Trust Portal 

The Service Trust Portal (STP) serves customers who have an active and trial subscription for 

Microsoft Azure, Microsoft Dynamics 365, or Microsoft Office 365. It offers access to a deep set 

of security, privacy, and compliance resources, such as independent audit reports of Microsoft 

cloud services, risk assessments, security best practices, and other such materials, including: 

• SOC 1 and SOC 2 auditor’s reports 

• ISO/IEC (International Organization for Standardization / International Electrotechnical 

Commission) audit reports and scope statements 

• FedRAMP (Federal Risk and Authorization Management Program) System Security Plan 

• Azure and Office 365 Information Security Management System (ISMS) guidance 

• Governance, risk management, security assessment, and compliance white papers, as 

well as FAQs and other materials to help customers perform their individual risk 

assessment 

• Penetration testing reports 

  

https://aka.ms/azurewpiotdc17
https://aka.ms/azurewpiotdc18
https://aka.ms/azurewpiotdc19
https://aka.ms/trustcenterpublic
https://aka.ms/azurewpiotdc21
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2. Azure IoT: Security and compliance 

The Internet of Things presents vast opportunities and challenges to organizations when the 

digital and physical worlds converge. For example, by using the Microsoft Azure IoT platform, 

global elevator manufacturer thyssenkrupp AG can predict with 70% accuracy when one of its 

200,000 connected elevators will break down in the next five days, allowing the company to 

carefully plan technician schedules. The predictive maintenance enabled by using Microsoft 

Azure IoT also decreases downtime for customers, because it empowers thyssenkrupp to give 95 

million hours of new availability per year of operation to elevator passengers all over the world.2 

No matter if a customer’s business is manufacturing, retail, smart cities, transportation, or 

healthcare: For each company, it is essential to follow strict security and compliance standards. 

Only then can they run their daily business successfully, in ways that are compliant with 

international and national security and privacy standards and regulations. 

Protecting IoT environments requires ensuring the secure provisioning of devices, secure 

connectivity between these devices and the cloud, and secure data protection in the cloud 

during processing and storage. As with all other Azure offerings, Microsoft has developed its 

specific IoT offerings with the highest regard for security and compliance regulations. 

Azure IoT Suite 

The Microsoft Azure IoT Suite is an enterprise-grade set of services that enables customers to 

get started with an IoT solution quickly. Azure IoT Suite contains proven, production-ready code 

that customers can customize and extend to implement customized IoT scenarios. These 

services allow customers to: 

• Collect data from devices (which could be devices connected directly to each other or 

connected via gateways) in a secure fashion 

• Analyze data streams in motion 

• Store and query large data sets 

• Visualize both real-time and historical data 

• Integrate with back-office systems 

 

                                                 
2 Additional customer success stories for the Azure IoT Suite are available at 

https://www.microsoft.com/en-us/cloud-platform/internet-of-things-customer-stories. 

https://aka.ms/azurewpiotdc22
https://aka.ms/azurewpiotdc23
https://www.microsoft.com/en-us/cloud-platform/internet-of-things-customer-stories
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Figure 2 – Overview of the Azure IoT Suite 

The Azure IoT Suite packages together multiple Azure services with custom extensions as 

preconfigured solutions. These are base implementations of common IoT solution patterns and 

can be easily extended to adapt to unique needs. They help reduce the amount of time needed 

to deliver individual IoT solutions and address common IoT scenarios such as remote 

monitoring and predictive maintenance. 

These preconfigured solutions are complete, working, end-to-end sets of services that include: 

• Simulated devices (which can be replaced with actual devices using the Azure IoT device 

SDKs for enabling customers to quickly begin their IoT implementation) 

• Preconfigured Azure services 

• Solution-specific management consoles for the administration of Azure services 

The Azure IoT Suite typically uses core Azure services such as Azure IoT Hub, Azure Event Hubs, 

Azure Machine Learning, Azure Notification Hubs, Azure Stream Analytics, Azure Active 

Directory, Azure Storage, Azure Mobile Apps, Azure Web Apps, and Microsoft Power BI. 

End-to-end security and privacy 

Delivering a complete end-to-end solution, the Azure IoT Suite has security built into every 

stage from the ground up. At Microsoft, developing secure software is part of the software 

engineering practice, rooted in decades-long experience of developing secure software. The 

Azure IoT Suite takes advantage of the security and privacy capabilities built into the Azure 

platform through the SDL and OSA processes for the secure development and operation of all 

https://aka.ms/azurewpiotdc24
https://aka.ms/azurewpiotdc24
https://aka.ms/azurewpiotdc25
https://aka.ms/azurewpiotdc26
https://aka.ms/azurewpiotdc27
https://aka.ms/azurewpiotdc28
https://aka.ms/azurewpiotdc29
https://aka.ms/azurewpiotdc30
https://aka.ms/azurewpiotdc31
https://aka.ms/azurewpiotdc31
https://aka.ms/azurewpiotdc32
https://aka.ms/azurewpiotdc33
https://aka.ms/azurewpiotdc34
https://aka.ms/azurewpiotdc35
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Microsoft software and services.3 

The Azure IoT Suite offers unique features that make provisioning, connecting to, and storing 

data from IoT devices in the cloud and processing it there easy, transparent, and most of all, 

secure. The Azure IoT Suite comprises features that are required to implement and operate a 

secure IoT environment – from secure device provisioning and authentication to secure 

connectivity to safeguard the IoT data storage and processing in the cloud. For a more detailed 

overview of the technical built-in security features of the Azure IoT Suite, see the Securing your 

Internet of Things from the ground up white paper. 

It is important to note in this context the shared responsibility between Microsoft and the 

customer: Although Microsoft follows international security and privacy standards and best 

practices and incorporates them in the design and operation of its cloud services, customers 

own their data. It is the customers’ responsibility to address privacy protection issues for their 

data, including IoT data. Likewise, customers are responsible for securing physical IoT devices 

that are outside the Azure cloud. 

Compliance certifications and attestations 

Microsoft is committed to the highest levels of trust, transparency, standards conformance, and 

regulatory compliance. We encourages organizations to comply with national, regional, and 

industry-specific requirements governing the collection and use of data by using Microsoft 

cloud services. It is a matter of record that Microsoft provides the most comprehensive set of 

compliance offerings (including certifications and attestations) of any cloud service provider. 

Azure core services used by the Azure IoT Suite are compliant with the following standards: 

• ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018, and  for international security, reliability, 

data privacy, and business continuity management standards 

• PCI DSS (Payment Card Industry and Data Security Standard) Service Provider Level 1 for 

applications involving payment data 

• SOC 1 Type 2, SOC 2 Type 2, and SOC 3 for applications in which confidentiality and 

privacy of information stored and processed in the cloud is critical 

• HIPAA BAA for U.S. healthcare applications 

• CSA Star Attestation Level 2 for cloud security across multiple control areas 

An overview of what specific certifications and attestations Microsoft has achieved along with 

additional information about how data, including IoT data, is protected by Azure is available on 

the Microsoft Trust Center.  

                                                 
3 Azure IoT Suite is a starting point that customers can customize. This may lead to a situation that the 

code a customer has produced will not follow the SDL guidelines promoted by Microsoft. 

https://aka.ms/azurewpiotdc36
https://aka.ms/azurewpiotdc36
https://aka.ms/azurewpiotdc37
https://aka.ms/azurewpiotdc38
https://aka.ms/azurewpiotdc39
https://aka.ms/azurewpiotdc41
https://aka.ms/azurewpiotdc42
https://aka.ms/azurewpiotdc43
https://aka.ms/azurewpiotdc44
https://aka.ms/trustcenterpublic
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3. Recommendations for better security and data compliance 

This section describes some of the IoT security and data compliance challenges customers face 

with an IoT environment and provides recommendations for how these challenges can be 

addressed with the selection of appropriate services or security and privacy measures. 

Storage 

The ability to specify a region for data storage is particularly important for customers who 

operate in highly regulated industries, or in countries with strict data protection laws. When they 

entrust a cloud service provider, customers whose IoT data is collected by sensors and other IoT 

devices should know – and ideally be able to select – the regions where their IoT data is stored. 

Common considerations: Where data is stored in the Microsoft cloud 

By using Microsoft cloud services, customers can select the region where their data is stored. As 

of March 2017, Azure is generally available in 34 regions and 13 geos around the world, with 

announced plans for 4 additional regions and 1 additional geos (a geo is a defined area of the 

world that contains at least one Azure region). This availability of storage options provides 

flexibility for customers. Most common Azure services – such as Storage – are deployed 

regionally and enable customers to specify the region where their data will be stored. Customers 

and their users may move, copy, or access their customer data from any global location. 

Azure IoT Suite customers can select the region for their Azure IoT storage in the Americas, 

Europe, and Asia Pacific. The Azure services by region chart provides a detailed overview of 

which services – such as Azure IoT Suite, Azure IoT Hub, Azure Event Hubs, and Azure Stream 

Analytics – are available in what region of the world. These region-related offerings are also 

covered by Microsoft Azure compliance with international security and privacy standards such as 

ISO/IEC 27001 and ISO/IEC 27018. 

Isolated storage by using the Microsoft Cloud Germany 

Customers who have advanced data concerns and stronger requirements for cloud storage of 

their IoT data might want to opt for storage in a specific region. However, what sounds like a 

good idea in theory might be hard to achieve in practice. Typically, CSPs implement data centers 

around the world, so data is stored in several different data center locations around the world as 

well. According to the terms and conditions of a given CSP, data storage might be narrowed to a 

few regions only, but not to a specific region. 

To overcome this limitation and to offer customers with specific data location requirements a 

solution that addresses their needs, Microsoft created the concept of the sovereign cloud that 

ensures data sovereignty in a certain region. An example of this model is Microsoft Cloud 

Germany, a unique trustworthy cloud solution that provides customers with high quality services 

https://aka.ms/azurewpiotdc45
https://aka.ms/azurewpiotdc46#services
https://aka.ms/azurewpiotdc47
https://aka.ms/azurewpiotdc48
https://aka.ms/azurewpiotdc49
https://aka.ms/azurewpiotdc50
https://aka.ms/azurewpiotdc50
https://aka.ms/azurewpiotdc51
https://aka.ms/azurewpiotdc52
https://aka.ms/azurewpiotdc53
https://aka.ms/azurewpiotdc53
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that leverage the advantages of Microsoft cloud services without adding onerous restrictions. It 

hosts customer data entirely within the German, European Union (EU), and European Free Trade 

Association (EFTA) region, while complying with all relevant German, European, and international 

standards for privacy, security, and transparency. 

Microsoft Cloud Germany uses a data trustee model. All data that belongs to German, EU, and 

EFTA region customers is stored exclusively in data centers on German soil, and a third party – 

the Data Trustee – alone controls access to customer data other than access initiated by the 

customer or the customer’s users. 

This sovereign cloud model offered by Microsoft Cloud Germany provides an ideal architectural 

approach that customers can use for global IoT data storage, one that honors data 

storage/location and compliance concerns: 

• Azure IoT Suite can be used within Microsoft Azure Germany. 

• With this approach, Azure IoT Hub connects, monitors, and manages billions of IoT 

assets around the world, but stores the IoT data entirely in a sovereign cloud. 

• Reporting can be done as well with the sovereign cloud model. By using Power BI 

services delivered by Azure Cloud Germany (where the IoT data is stored), managers 

worldwide can easily generate the reports they need for their IoT environment. 

More information about this sovereign approach, which is suitable for storage as well as 

processing of IoT data, is available in the Microsoft Trustee Compliance model white paper. 

Azure IoT also supports the OPC Unified Architecture (OPC UA), a machine-to-machine 

communication protocol for industrial automation developed by the OPC Foundation that 

maintains a series of standards and specifications for industrial telecommunication. A reference 

implementation of Azure IoT, which is Industry 4.0 compliant as well, also runs in Microsoft 

Cloud Germany. 

Region-specific and type-related data compliance challenges 

This section discusses some region-specific or type-related challenges that exist for IoT data. 

General Data Protection Regulation (GDPR) 

In May 2018, a European privacy law is due to take effect that will require big changes, and 

potentially significant investments, by organizations all over the world – including Microsoft and 

its customers. Known as the General Data Protection Regulation (GDPR), the law imposes new 

rules on companies, government agencies, non-profits, and other organizations that offer goods 

and services to people in the European Union (EU), or that collect and analyze data that is tied 

to EU residents. 

https://aka.ms/germansovereigncloud
https://aka.ms/azurewpiotdc54
https://aka.ms/azurewpiotdc55
https://aka.ms/azurewpiotdc56
https://aka.ms/azurewpiotdc57
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It is important to note that the GDPR applies, even if a company is located outside the EU. What 

matters is that the GDPR imposes new rules on organizations that conduct business with EU 

residents. 

The GDPR is a complex regulation that can require vast changes in how organizations gather 

and manage every type of data, including IoT data. For example, when designing a new solution 

that processes personal data, organizations are required to ensure that data protection is 

considered, beginning with the early stages of processing. To prove this consideration, a data 

protection impact assessment can be conducted that evaluates the likelihood and severity of 

risks in privacy rights of individuals when processing their personal data, in particular with large-

scale processing as is the case with processing IoT data in the cloud. After such risks are 

identified, the GDPR requires that measures be taken to address and mitigate them. 

Microsoft has a long history of helping its customers comply with complex regulations. 

Microsoft products and services such as Azure and Azure IoT are available today to help 

customers meet the GDPR requirements, and additional features and functionality are being 

invested in. For additional information, see the extensive GDPR coverage on the Microsoft Trust 

Center. 

Sensitive personal data 

Certain industries such as healthcare require additional attention when it comes to the collection 

of sensitive personal data. Therefore, it is inevitable that customers who implement an IoT 

environment with healthcare-related information need to take additional actions. In the United 

States, the Health Insurance Portability and Accountability Act (HIPAA) sets the standard for 

sensitive patient data protection. Organizations that deal with protected health information 

(PHI) must have physical, network, and process security measures in place and follow them to 

ensure HIPAA compliance. 

Azure IoT Suite customers are using a cloud solution that follows the HIPAA regulations. They 

require that covered entities and their business associates – in this case, Microsoft when it 

provides services, including cloud services, to covered entities – enter into business associate 

agreements (BAAs) to ensure that those business associates will adequately protect PHI. After a 

BAA is in place, Microsoft customers – covered entities – can use its services to process and 

store PHI. Microsoft offers qualified organizations or their suppliers a BAA that covers in-scope 

Microsoft services. By offering a BAA, Microsoft helps support customers’ HIPAA compliance, 

although using Microsoft services does not on its own achieve such compliance. Customers are 

responsible for ensuring that they have an adequate compliance program and internal processes 

in place. 

Cloud Services Due Diligence Checklist 

Using the cloud for storing and processing data, including IoT data, raises important strategic 

issues for an organization: How will that data be secured, where will it be located, and how 

https://aka.ms/azurewpiotdc58
https://aka.ms/azurewpiotdc59
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available will it be when it is no longer on premises? How will the organization continue to meet 

regulatory obligations? How will the privacy of sensitive customer and employee data be 

protected? 

The critical first step for organizations, before they can assess and compare the level of service 

offered by different cloud service providers, is to clearly identify their own objectives and 

requirements. Only then can they create the formalized service specifications that address their 

business needs, and that cloud service providers require, so they can build an appropriate 

response. 

Unfortunately, many organizations lack a structured way to determine these objectives and to 

get the guidance they need to make good decisions. The standard ISO/IEC 19086-1:2016 – 

Cloud Service Level Agreement (SLA) Framework, published in September 2016, tries to address 

this challenge. Microsoft was one of many organizations that participated in the multiyear 

development of that standard, and based on that involvement developed the Cloud Services 

Due Diligence Checklist. This checklist distills the standard into a document that organizations 

can use to systematically consider requirements for cloud projects and structure cloud service 

agreements and SLAs, thereby enabling a standardized approach for due diligence. 

Organizational aspects 

As a baseline recommendation, all relevant stakeholders should be involved when designing an 

IoT infrastructure with a high level of security and data compliance – including not only IT 

personnel, but also personas such as Data Protection Officers (DPOs). Because an IoT 

environment typically has an important business aspect, management also should be involved, 

for example by incorporating the Chief Information Security Officer (CISO), the Chief Information 

Officer (CIO), and the Chief Privacy Officer (CPO). 

In general, a risk-based approach helps to identify where the risk to sensitive IoT data is the 

greatest, so that appropriate actions can be taken to mitigate these risks. 

Threat modeling 

Customers who like to implement a high level of security may find the threat model approach 

very useful. The objective of this model is to understand how an attacker might be able to 

compromise a system and then make sure appropriate mitigations are in place. Threat modeling 

forces the design team to consider mitigations as the system is designed rather than after a 

system is deployed. Even if threat modeling is an extensive process, the benefits are likely to 

outweigh the effort. 

During the design phase, the greatest flexibility exists to make changes to eliminate threats. 

Eliminating threats by design is the desired outcome. Thus, threat modeling offers the greatest 

value if it is incorporated into the design phase of an IoT environment. 
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Threat modeling also increases the security and privacy level of Azure IoT Suite: 

• Microsoft has long used threat models for its products, for example as part of SDL. 

• Because Microsoft has made its proven threat modeling process publicly available, 

customers can benefit from this best practice as well. Microsoft classifies threats using 

the acronym STRIDE, which stands for Spoofing, Tampering, Repudiation, Information 

disclosure, Denial of service, and Elevation of privilege. 

To optimize IoT security, Microsoft recommends that a typical IoT architecture be divided by the 

customer into several zones as part of the threat modeling exercise. These zones range from 

device to field gateways and cloud gateways to services. Although STRIDE does not yet address 

all IoT needs, it can serve as a good starting point to build upon. 

A more detailed description of the threat modeling process is out of scope for this white paper. 

For additional details about how to start with IoT threat modeling, see 

https://docs.microsoft.com/en-us/azure/iot-suite/iot-security-architecture. 

Authentication and encryption in an IoT world 

Unauthorized access to data collected by IoT devices is a risk for IoT data. In this context, secure 

device authentication and data encryption levels are important considerations. 

With Microsoft cloud services, customers can choose from various technical security options to 

protect IoT data: 

• The Azure IoT Suite provides trustworthiness to IoT devices either by providing a unique 

identity key (security token) for each device, or by using on-device certificates with 

associated private and public key pairs, thereby securing IoT devices on a logical level.4 

• The communication path between devices and Azure IoT Hub is secured using industry-

standard Transport Layer Security (TLS), with Azure IoT Hub authentication using the 

X.509 protocol. As a principle, Azure IoT Hub does not permit insecure connections. 

It should be noted that some legacy devices might exist that may not have been designed 

specifically for IoT deployment. These devices may lack the capability to encrypt data, connect 

with the Internet, provide advanced auditing, and so on. In these cases, using a modern and 

secure field gateway such as the Azure IoT Gateway to aggregate data from legacy devices may 

provide the security required for connecting such devices over the Internet. Azure IoT Gateway 

provides secure authentication, negotiation of encrypted sessions, receipt of commands from 

                                                 
4 Physical security for a device also needs to be addressed to achieve end-to-end-protection of the device. 

But because physically securing the hardware of a customer is something Microsoft has no control over, a 

joint approach is needed here – similar to the shared responsibility approach for achieving high levels of 

security, privacy, and compliance when using the cloud. 
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the cloud, and many other security features that are useful for scenarios that include legacy 

devices. 

For a technical overview of the security features built into the Microsoft Azure IoT Suite – which 

is out of scope in this IoT data compliance white paper – see the Securing your Internet of 

Things from the ground up white paper. 

How to further safeguard IoT data with technical measures 

Following a defense-in-depth strategy, which incorporates multiple layers of security, is a proven 

concept in the IT security world and can be applied to an IoT environment as well. For example, 

such a strategy might focus on securely connecting devices, on protecting the integrity of IoT 

data while transmitted over public networks such as the Internet, and on securing data stored in 

the cloud, thereby providing greater security and privacy assurance in the IoT infrastructure than 

if security efforts only focused on the infrastructure as a whole. 

Defense-in-depth encompasses more than just organizational aspects of policies and controls. 

There are additional technical safeguards customers can select for securing their IoT 

environment and the privacy of the data that is being collected. For an IoT environment, the 

front end is important as well, especially when it comes to devices. Using IoT devices that are 

developed with security and data compliance in mind is a best practice. 

Microsoft developed Windows 10 IoT to help with device security. This family of products 

simplifies the IoT by powering smart devices that bring security to the edge of IoT solutions, 

combined with the enterprise capabilities of Windows 10 IoT devices. For example, Windows 10 

IoT can use hardware-based security mechanisms such as signed firmware and secure boot to 

prevent the unauthorized firmware alteration of an IoT device that would compromise the 

security of the system. Windows 10 IoT also enables IoT device manageability and patching. 

Both functions are essential to prevent attacks on IoT sensors that have a simple architecture 

and cannot be updated with the latest security patches. Windows 10 IoT includes the ability to 

seamlessly update devices, protect and manage those devices with powerful tools, and connect 

devices to the cloud regardless of protocol or platform. 

Audited security and privacy: “Security Program for Azure IoT”  

In October 2016, Microsoft announced the Security Program for Azure IoT. This initiative, 

designed specifically for Azure IoT, provides customers who are deploying IoT with security 

assessment, analysis, and recommendations for securing their specific infrastructure end-to-end. 

Why is this useful? Azure IoT and the Azure IoT Suite are components and services that fit within 

an overall solution. Although Microsoft components and services follow the recommended 

guidelines for compliance, they are only as secure as the weakest link. An independent third-

party verification of an actual IoT implementation of the customer might introduce additional 
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factors that lead to a situation that makes the customer non-compliant – for example, by not 

addressing physical security, which is out of the control of Microsoft and the Azure IoT Suite. 

The Program helps to verify the compliance of customers’ specific IoT implementations. 

The Security Program for Azure IoT brings together a curated set of best-in-class security 

auditors who customers can choose from to perform a security audit of their IoT solutions, find 

issues, and provide recommendations. The Program works from the ground up, examining 

everything from an organization’s devices and assets to gateways and even communication to 

the cloud. As a result, the Program provides customers even more confidence in the levels of 

security and privacy they can achieve by using Azure IoT Suite. It minimizes vulnerabilities and 

assesses the security of a customer solution by engaging the expertise of independent IoT 

security auditors. 
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Conclusion 

Microsoft strives to be transparent in its security, privacy, and compliance practices with all of its 

products and services offerings, including Azure and the Azure IoT Suite. In addition, Microsoft 

offers meaningful storage and encryption choices and responsibly manages the data that it 

stores and processes. 

However, IoT security is a shared responsibility. Therefore, it is important to inform customers 

about how they can strengthen the safety and privacy of their IoT environment. 

More information about Microsoft Azure, the Azure IoT Suite, and how customers can use these 

cloud services for effective IoT security, privacy protection, and data compliance can be found at: 

• Azure IoT Suite and preconfigured solutions Learning Path 

• Where your data is located 

• Microsoft cloud services: Who can access your data and on what terms 

• Responding to government and law enforcement requests to access customer data 

• Microsoft wins privacy protections for our customers 

• Microsoft compliance offerings 

• Privacy Considerations in the Cloud 

• Catalog of certified IoT devices for Azure IoT suite 

• Azure expert IoT partners 
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